CSP105 - SECURE SOFTWARE TESTING

Course Learning Objectives

Identify the different artifacts of testing and their importance for the process. Describe the importance of
testing and its impact on secure software. Describe the types of testing and the benefits and weaknesses of
each. Identify impact and assessment and the respective corrective actions for secure software development.
Describe the Test Data Lifecycle Management.

Description

The Security Software Testing domain will address issues pertaining to proper testing of software for security,
including the overall strategies and plans. Learners will gain an understanding of the different types of func-
tional and security testing should be performed, what are the criteria for testing, concepts related to impact
assessment and corrective actions, and understanding the test data lifecycle.

Certified Secure Software Lifecycle Professional Tailored learning - 40 minutes total
(CSSLP)
Regression testing
Test strategy vs. test plan PLAN . . . .
L ) . . When code is changed, changes can impact existing functionality. We
Itisimportant to differentiate between test strategy and test plans. Keepin DEPLOY conduct regression testing to ensure that existing functionality remains
mind the following qualities and differences of each below. e o intact.

° H
prajeey neforentire @ o IMPLEMENT ° e DESIGN I I II
‘I. I |

e o oot~y atenton | 4765932 82,638 5,450,379
e generates site traffic
. Static document that is not . Dynamic document, often I'.EDOI'(S. Devel(??ers
@ revised throughout testing @ revised a3 necded find a vulnerability and 25877 346,765 2,335877
DEVELOP roll out a fix.

Security Compass

COPYRIGHT 2016




Course Outline

1. Components to Testing

+ About secure software testing
* Test strategy

* Test plan

* Test cases

* Test scripts

* Putting it all together

2. Testing for Security and

Quality Assurance

* Reliability testing

*» Unit testing

* Stubs and drivers

* Unit testing in SDLC

* Integration testing

* Regression testing

* Recoverability testing

* Load testing

* Stress testing

* Environment testing

* Interoperability testing
+ Simulation testing

* Disaster recovery testing

3. Resiliency and Reporting

* Resiliency testing

* Resiliency testing methodologies
* Blackbox vs. whitebox testing
* Graybox testing

* Cryptographic validation

* Scanning

* Network scanning

* Application scanning

* Penetration testing

* Fuzzing

* Software defects

* Defect reporting

* Tracking defects

* Impact assessments
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