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About FireEye

Founded in 2004, FireEye is a public cybersecurity company based in Milpitas, California with
operations in more than 60 countries around the world. FireEye knows more about the
adversaries than any other company and uses this intelligence-led approach to deliver
products and services that protect organizations from constantly evolving cyberattacks.

Challenge

FireEye needed to ensure security compliance across their organization to eliminate any
client concerns. They decided that a consistent, repeatable, security training solution would
work best.

One of FireEye's challenges was to find a training solution that suited the size and distributed
workforce of their organization, while supporting their employees’ career goals. Because of
this, they needed an extremely flexible solution that would allow for role-based learning.

The solution would need to be compatible with their existing learning management system
(LMS), while ensuring that employees could learn from self-guided modules based on their
personal level of expertise and career goals. It would also need to provide course content that
was broad enough to cover security best practices along with role-specific training.

Solution

FireEye compared the products available on the market and found that Security Compass
was the ideal solution — the e-learning courses were appropriate for their disparate teams
and provided a broader range of content which aligned with their learners’ career paths.
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Our solution was also compatible with FireEye’s LMS, Saba, which allowed for the direct
import of our content library and made the user experience seamless, requiring just one
login. The solution provided stakeholders with the ability to track each learners' progress
and map their learning to their overall career goals.

FireEye initially introduced security awareness training to their technical teams, who
were assigned the foundational Security Compass courses, including Secure Software
Development Concepts. This course is part of the industry-recognized Software
Security Practitioner (SSP) suite and contains learning paths which enable FireEye's
employees to be SSP-certified upon completion.

They then expanded the solution to include all employees across their organization,
ensuring that employees were assigned to courses based on their role and level of
expertise. By implementing security training for all new and current employees, FireEye
developed a systematic approach to learning which ensured compliance throughout
the organization and helped them tackle any current or prospective customer concerns.

Our solution provides several significant benefits to FireEye:
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Training
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Fast and Secure
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Adherence

Task-based Training
Anywhere, Anytime

Better Security

Awareness

~ /. Customizable, self-guided learning: Self-guided, role-based course
@ assignments created a tailored curriculum that matched each employee’s

specific learning needs and provided industry-recognized certifications.

nn Ease of implementation and scalability: By including computer-based training
into their learning program, employees take the courses they need at any time
@ and from anywhere, making it easier for them to retain essential information.

Ensures security compliance: With a systematic learning framework in place,
FireEye ensured consistent interpretation of security best practices across the
organization.

secure code from the beginning making end products safer and compliant.
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.@ Risk reduction: Because of the security training, developers are able to write

As a result of the successful implementation, FireEye's initial training roll-out completion rate
is approaching 90 percent. By improving security training and awareness across the entire
organization, they're one step closer to meeting their audit team’s compliance goals and their
employees’ career objectives.

For more information on Security Compass training solutions, visit us at
https://www.securitycompass.com/training/enterprise/

Security Compass enables organizations to proactively manage
cybersecurity risk without slowing down their business through balanced
development automation.
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