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Protecting sensitive information, defending
applications against attacks, and securing
organizational infrastructure has never been
more challenging. Cloud migration has
changed the roles of defenders, microservices
and APIs have created a highly distributed
threat surface, and the adoption of open
source means more third-party code is
included in applications.

While these technologies result in more agility
and faster time to market, they also challenge
traditional security policies.

One security strategy that is poorly suited
to modern development approaches is
network perimeter defense. This utilizes a
“Moat and Castle” approach to defending
assets; a strong perimeter defense keeps
adversaries outside and allows “trusted users”
unfettered access to resources once inside the
castle.

There are several problems with this approach
today:

< The Moat and Castle approach assumed
all valuable resources and authorized
users were within the castle. Today, these
resources can be anywhere: on-premise,
in the cloud, and virtualized. Furthermore,
some of these resources may even include
portions of a competitor's network.
Creating network rules to manage this is
complicated.

< Microservices and APIs result in
interactions across full-time employees,
contractors, competitors, and suppliers.
Organizational network security controls
do not scale well in this case.

< Employees today are increasingly remote
and access the internet from networks not
controlled by the organization. They use
corporate devices and personal devices.
Business continuity and security
assurance is difficult in a network-centric
paradigm.

< Attacks increasingly use phishing to steal
legitimate credentials and exploit internal
access. Once a user is authenticated at the
network layer, they have access to
sensitive resources by impersonating
legitimate network traffic.

< Trustinside the network is ephemeral.
Today's trusted user may be tomorrow's
adversary. Insider attacks continue to
grow, as disgruntled or compromised
employees steal or share sensitive
information. The 2019 Verizon Data
Breach Investigation Report found that 34
percent of cyberattacks were perpetrated
by insiders. Organizations must go beyond
network security controls to manage this.

The traditional network perimeter is no longer
enough. Today, teams need to go beyond the
network into the application and data layers
that define the security perimeter.

“You can't trust what is
outside your perimeter — and
now, all of your employees are

outside your perimeter.”



https://resources.securitycompass.com/whitepapers/why-you-need-a-security-first-approach-to-cloud-strategy
https://resources.securitycompass.com/whitepapers/scaling-software-risk-assessments
https://resources.securitycompass.com/whitepapers/scaling-software-risk-assessments
https://enterprise.verizon.com/resources/reports/dbir/
https://enterprise.verizon.com/resources/reports/dbir/

What is zero trust?

In 2010 an analyst at Forrester Research, John
Kindervag, created a model called the “Zero
Trust Architecture.” Zero trust requires that a
user's or system’s identity and permissions be
verified with each system interaction instead
of verifying credentials once and trusting
thereafter.

The idea is not entirely new. The Open
Group's Jericho Forum instilled similar
principles in the past.

Furthermore, security teams have long used
the principle of least privilege; providing users
with the minimum, explicit permissions while
defaulting to deny permissions. Least privilege
isn't explicit about “not trusting” users or
systems. It simply states that there is no
logical reason to extend “extra” permissions
to users and systems that do not require
them to perform a task.

Zero Trust takes this a step further —
requiring users and systems to verify their
identity and meet authorization
requirements with each system
interaction, then applying the least
privilege access. Zero Trust takes the
position that organizations must continue to
operate even after a breach (an assumed
breach strategy).
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Zero trust eliminates
traditional perimeter
defenses

Zero Trust treats all users and systems as
untrusted for each action, irrespective of their
location or device.

With the proliferation of phishing attacks,
known vulnerabilities in open source
components, and insider attacks, it is safer to
start with the assumption that adversaries
have obtained a foothold and focus on a
strategy of containment. This requires each
component to perform its own validation of
input, authentication, and authorization
without any implicit trust in the network
location or VPN.

A zero trust approach can help prevent
unauthorized access, contain breaches, and
reduce the risk of an attacker’s lateral
movement.

Zero trust is data-centric

Instead of focusing on network defenses, zero
trust architecture focuses on protecting
critical data. The goal of most attackers is to
steal or modify data, whether it is consumer
information, financial information, or
intellectual property.

Protecting sensitive data at all times —
even in the event of a breach — is a core
tenet of a zero trust architecture.

Protecting data starts by understanding and
classifying the data each application manages
and safeguarding it against unauthorized
access or use throughout the application. This
can mean adding requirements that data be
encrypted at rest and in transit or requiring
secondary authentication when the data is
requested by a user or system.




Continuous security
for applications

Traditional security establishes trust based on
network location.

If a user is authenticated, allowed inside the
castle, network, or application, they are
trusted by all systems within the perimeter.
This is poorly suited to today’s development
and deployment models which often lack a
clear delineation of an application being
inside or outside the perimeter.

A zero trust architecture requires a user or
system to verify trust with every access
regardless of location.

Zero trust is layered
security

Zero trust is not a single technology, but
rather, a set of technologies that adhere to an
application and data-centric security
perspective. A zero trust architecture is built,
layer by layer, on various technologies.
Adaptive identity addresses the shifting roles
of users.

For example, access control to specific
applications and data are managed by policies
rather than network rules, allowing for rapid
and dynamic propagation of security controls
to suit different contexts. This can mean
building a profile of a user and her device
then basing trust on each activity. It can
require additional authentication when
accessing an application from a new device or
IP address.

From an application design standpoint,
architects should consider building in audit
capabilities which can offer a real-time feed
into OpSec systems for anomaly detection
and threat response. At the data level,
organizations can use tokenization based on
organizational data classification schemes.
Data can also be encrypted for protection.



Expand the security
toolbox to reduce
threat scope

For applications to operate in a zero trust
framework, the best approach is to start at
the requirement phase of the development.
This can include data classification, data
security, multifactor authentication,
encryption, and continuously validating a user
or systems credentials and information
requirements for real time auditability.

By anticipating threats to the application and
including threat mitigation controls to the
requirements document, development and
security can build security into the process.

Verify, then trust

Zero Trust calls for ‘no implicit trust’ of a user
or system until its identity and privileges are
verified for each system interaction. It takes a
layered approach which reduces risk from
unauthorized systems or applications,
compromised credentials, and malicious
insiders as well as external adversaries.

It focuses on the protection
of critical data.

Building security into an application from the
beginning is far better than attempting to test
for security in a completed application. The
same is true with a zero trust architecture. By
identifying critical data and requiring
authentication and authorization before each
use of data by a user or system, appropriate
controls can be assigned and applied as the
application is built.

Go Fast. Stay Safe.
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adopt balanced development automation for rapid and
secure application development. With their flagship product,
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